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® How to peer?

® Border Gateway Protocol (BGP).

BGP BGP ® Interconnect BGP routers.

Router QUTGV

® Max. n-| interfaces per router.
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® How to peer?
® Border Gateway Protocol (BGP).
® Interconnect BGP routers.
® Max. n-| interfaces per router.
® Using a shared infrastructure.

® | connection per router.



s

BGP
Router

”

oy
0]
e

\

/7 |

< /

S ' 4

X
/ N\

<
A\ W4

¥

' 4
N

,\

L 4 S
BGP
G g g &

|

|
¥

|

|

!

|

\

BGP
Router

\

BGP
Router

S

® How to peer?
® Border Gateway Protocol (BGP).
® Interconnect BGP routers.
® Max. n-1l interfaces per router.
® Using a shared infrastructure.
® | connection per router.

® Everybody can peer with
everybody else.
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® How to peer?
® Border Gateway Protocol (BGP).
® Interconnect BGP routers.
® Max. n-1l interfaces per router.
® Using a shared infrastructure.
® | connection per router.

® Everybody can peer with
everybody else.

® Not everybody peers with
everybody else.

® |tis a bilateral deal.



® An internet exchange.

® Facilitates exchange of traffic.

® |Pv4 and IPvé6.

A\ i ® Preferably neutral and open for
\ new parties to join.

>< | e AMS-IX is an internet exchange
' point in Amsterdam

switch park /
/

/ N e AMSterdam

Internet eXchange
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AMS-IX organisation

® AMS-IX is a professional, non-
profit, independent and neutral
Internet Exchange.
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® AMS-IX is a professional, non-

profit, independent and neutral
Internet Exchange.

e Early 90’s

® Thick ethernet cable provided
shared medium that became
popular for peering.

® No legal entity.
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® AMS-IX is a professional, non-
profit, independent and neutral
Internet Exchange.

e Early 90’s

® Thick ethernet cable provided
shared medium that became
popular for peering.

® No legal entity.
® Formalised 29 December 1997

® Association in the Netherlands,
operating under Dutch Law.

® Over 675 Networks (October
2014).
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Amsterdam Internet Exchange administrative bo d)’
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e AMS-IX NOC.

Amsterdam Internet Exchange
BV




® Amsterdam Internet Exchange B.V.

® Limited Liability Company.

® The AMS-IX Association is the
single shareholder.

AMS-IX Association
® Founded in 2000 as the

Vereniging

Amsterdam Internet administrative body.
Exchange
® Took over operations in
AMS-IX Company AMS-IX USA December 2001.

AMS-IX USA Inc. e AMS-IX NOC.

Amsterdam Internet
Exchange BV

e AMS-IX USA Inc.
® Foundedin 2013.
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Board Executive Board Supervisory Board

Management
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® Modern AMS-IX infrastructure

Router

switch park

S~

Router Router
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® AMS-IX infrastructure
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® AMS-IX infrastructure
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TeIecityGroupe

-1 24
GLOBAL | ==,

chcns

= terremark

EQUINIX
e evoswitch

eunetworks interxion

bandwidth. from the ground up.  (qrrier-Neutral Data Centres

® AMS-IX infrastructure
® |2 data centre
® 7/ geographical areas

® 9 different organisations



Equinix AMSI,2 Telecity AMS 2 Telecity AMS 4 Telecity AMS 5
Equinix AMS 3 \ / Interxion AMS 5
\ Resilient Core /
Eunetworks Terremark

NIKHEF SARA Global Switch Evoswitch

Brocade MLX

® AMS-IX infrastructure

® |2 data centre

® 7/ geographical areas

® 9 different organisations
® 2 dark fibre suppliers

® Eurofiber

® eulNetworks
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Technical overview

® Border routers of member (CE)

®\/®
AN

stub-t 1-320
Zm}%&
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Technical overview

® Border routers of members
® Photonic Cross Connect (PXC)

e Layer |

® Low energy consumption

>< >< ® Reliable
stub-tel-220 stub-tel-320

ZM’;{&

'\/_||_\/_| |_\/_||_\/
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Technical overview

Fiber Lens Array Fixed Mirror

stub-tel-220
10.10.2.20/32
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Technical overview

Fiber Lens Array Fixed Mirror
Dry Air
stub-tel-220
10.10.2.20/32
[T
Movable Mirror Array
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Technical overview

® Signal (light) comes in

® Photonic Cross Connect (PXC)
e Layer |
® |ow energy consumption

® Very Reliable
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® PE routers (stub switches)

Puts a label on the frame
From now on it is label switched

Distributes traffic over core
switches (P routers).
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/ ® From now on it is label switched
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® Puts a label on the frame

/ ® From now on it is label switched

X

stub-tel-220
10.10.2.20/32

2,<320 ® Distributes traffic over core
switches (P routers).

10.10.3.20/32

XX XX

core-glo-201 core-glo-202 core-eun-301 core-eun-302

10.10.2.1 10.10.2.2 10.10.3.1/32 10.10.3.2
N~ \ 7 7




Technical overview

X

core-glo-201
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X
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® PE routers (stub switches)
® Puts a label on the frame
® From now on it is label switched

® Distributes traffic over core
switches (P routers).

® P-routers

® Switch traffic through to the
destination PE.
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® PE routers (stub switches)
® Puts a label on the frame
® From now on it is label switched

® Distributes traffic over core
switches (P routers).

® P-routers

® Switch traffic through to the
destination PE.
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® Full mesh IP network

® OSPF as routing protocol




® Full mesh IP network
® OSPF as routing protocol

® BFD for fast OSPF shutdown

® Replacing that by
Ethernet OAM




® BFD for fast OSPF shutdown

® Replacing that by
Ethernet OAM.

® MPLS to switch packets.

® RSVP-TE signalled LSPs
over predefined paths.

® Primary and secondary

(backup) paths are defined.




® MPLS to switch packets.

® RSVP-TE signalled LSPs
over predefined paths.

® Primary and secondary
(backup) paths are defined.

® VPLS instance per peering LAN

® Static defined VPLS peers

(LDP signalled)

® Load balanced over parallel
LSPs over multiple core
routers
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® One MAC address per port

‘ e No exception
BGP

® One MAC address per
802.1q tag and physical port

: tuple for partner ports.
/CD ® Port shut down when loop is

/ switch park detected.
® Source MAC addresses that

Syslog/SNMP are allowed on other ports.




GP
Router

/ switch park

Passive
monitoring

® Housekeeping
® Broadcast traffic (ARP)
® Multicast traffic (ICMPvé6 ND)

® Unwanted traffic

CDP, EDP, FDP, etc.
DEC MOP

DHCP

ARP for other subnets.

etc.



Router

Ethernet
switch

XPAK

XPAK

interface card

PCI-X |

General Purpose Computer

(Linux)

® Targeted passive monitoring.

® For troubleshooting only.



XPAK XPAK

Jf JF

front-end
FPGA

flash

SRAM

JTAG

JTAG

® Targeted passive monitoring.

For troubleshooting only.
FPGA based solution for 10G

® Maximum frame rate
monitoring.

Integrated in libpcap.

® tcpdump, wireshark



GP
Router

/ switch park

ARP sponge

® ARP sponge

Friendly ARP spoofer to
mitigate ARP broadcasts level.

Answers ARP queries for
unused and non-operational
IPv4 addresses.

Stops doing so when it notices
that the address is used.



GP
Router

/ switch park

Active
monitoring

® Active monitoring

® Proxy ARP

® BGP sessions



GP
Router

Route
server

Route
server

X

switch park

Router

N 3

BGP
Router

BGP
Router

® Active monitoring
® Proxy ARP
® BGP sessions
® Own network AS1200
® Route servers AS6777



® Route servers

‘ ” ® Two BGP sessions to get
BGP BGP
Router

Router routes from all participants
(unless filtered).

® BGP next-hop attribute so

>< payload traffic goes directly from
peer to peer.

switch park

Route BGP
server Router

® |RRdb based filtering per ASN.
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