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Basics

» Passive Monitoring

» Capture traffic from the network by generating a copy of the traffic usually
via a span port, mirror port or network tap

» Typical Use: Discover what is going on

» Active Probing

» Generating a synthetic probe that will discover information and report back

» Examples: ping, traceroute

» Typical Use: Find the root cause
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Example: Google does not load
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Google Servers
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Example: Google does not load: Step 1 DNS resolution

' Name Server
% for .com
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Probing for DNS issues

Name Server
for .com
Q‘
<,0<<\

%O(i%e‘/
e
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e . .
- Authoritative DNS
i g for Google.com

»

»

,)> "

Tcpdump on client -> tells us if we get a DNS reply or not
What if we don’t get a reply?

»  Check for resolver, returns replies to other domains
»  Troubleshoot DNS from resolver to Google

If we get a reply, is DNS working?
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Buenos Aires cannot resolve DNS

Metric

Date g 20:20 UTC (1 Hour Ago)

Worldwide Averages for [N Run Test v

Availability [N 97.62%
Time [l 104 ms

Active Alerts

DNS outage 1 or more locations

Sep 14

Sep 21 Sep 28 Oct 5

") Buenos Aires, Argentina . 4
... Error: Could not reach name server
_ o 1 Active Alert Availability (%)
Click on an agent to select it, click on the bal ) outage 1 or more locations o I 100
Agent Date Mappings Error Details § Resolution Time (ms)
() Buenos Aires, Argentina 2014-10-09 20:21:56 Could not reach name server
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Domain in question is anycasted

10Ky0, vapan gy

Ho Chi Minh City, Vietnam .

New Delni, India (@)
Amsterdam, Netherlands

Toronto, Canada .
Guadalajara, Mexico .-
Leipzig, y .
Bruges, Belgium .
Dublin, Ireland (@)
Madrid, Spain
Phoenix, AZ .
Paris, France .

Bangkok, Thailand .

Hong Kong .

Séo Paulo, Brazil

Buenos Aires, Argentina ‘- Zurich, Switzerland

Copenhagen, Denmark .
Cape Town, South Africa

London, UK (@)
Chicago, IL (@)
Los Angeles, CA ®
Boston, MA @)
Denver,CO (@)
Cairo, Egypt .
Las Vegas, NV ®

Istanbul, Turkey .

St. Louis, MO . I

Ashburn, VA . 13

San Jose, Costa Rica . 1 —

Moscow, Russia .
Vancouver, Canada
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How do we know it’s anycast?

) Paris, France
[Show on Timeline] [Run Test] [Hide] [Hide Other Agents]

IP Address 178.170.118.237 Loss 0% .
Prefix 178.170.0.0/17 Latency 10.2 ms
Network lkoula Net SAS (AS Jitter 0.3 ms 1 O ms fro m Parls
21409) TCP MSS 1460 bytes

Location lle-de-France, France Min. Path MTU 1500 bytes
Destination IP 192.33.14.30

Séo Paulo, Brazil ‘— — — — R N :

7 sao Paulo, Brazil
[Show on Timeline] [Run Test] [Hide] [Hide Other Agents]

IP Address 177.234.144.83 Loss 20 %
S fro Sao Pau |O Prefix 177.234.144.0/20 Latency 55.1 ms
| | | | | | HostDime.com.br Data Jitter 0.2 ms
55 Network ¢ e nter (AS 53055) TCP MSS 1460 bytes
Location Sao Paulo, Brazil Min. Path MTU 1500 bytes

Destination IP 192.33.14.30

ThousandEyes&>



Identifying the problematic Anycast instance

Sao Paulo, Brazil
@7

o,
Pt

o)

192.33.14.30

IP Address
Prefix =
Network Brasil Telecom - Filial Distrito Federal (AS 8167)
Location Brazil
Avg. Response 41 ms
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So is everything ok if we get a DNS reply? Lets look at Facebook NS

24h 7d 14d
facebook.com NS v

facebook.com NS L Jumpto... ¥

OCT

[ ] Avg. Availg,bility (Worldwide)

100%

Date g 07:23UTC (14 Hours Ago)

Woridwide Details Run Test ¥

Sep 29 October Oct 3 Oct 5 Oct7

Availability S 93.8% (average)

93%

Oct9 Oct 11

Sep 14

Sep 21 Sep 28

Vantage

Points 1,653 in 34 countries

Facebook NS gets “no
mapping” in China

Click on an agent to select it, click on the background to deselect

J Geography Network

Date (UTC) Country Availability (%) 4 ::E:tf:rks No Mapping Truncated Servfail Nxdomain
China 1 10.2 27 78 - 1 -

2014-10-09 07:23:28

Availability (%)

o I 100

No. of Vantage
Points

88
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Facebook.com A record is 100% available in China

24h 7d 14d [} — .
facebook.com v Avg. Availability (W%wwnde) .
facebook.com A 2L Jumpto... ¥
OCT g
00:12 UTC
Date "pg (21 Hours Ago) .
Worldwide Details Run Test ¥ Sep 29 e s s =—

Availability NN 08.6% (average)

Sep 14 Sep 21 Sep 28 Oct5

Vantage . .
Points 1,658 in 34 countries

3 | China
- 100% |
v
%
Availability (%)
Click on an agent to select it, click on the background to deselect o I 1 100

J Geography Network

Country:
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Most of the world maps facebook.com to 173.252.120.6

facebook.com

facebook.com A

Mapping 173.252.120.6 (94.5%)

OoCT

L Jumpto... ¥

Date 0o 00:12UTC (21 Hours Ago)

Worldwide Details

% of
Vantage

Vantage
Points

Mappings 4

‘ Geography Network

Country: | - All

Date (UTC)

2014-10-09 00:12:05
2014-10-09 00:12:09
2014-10-09 00:12:06
2014-10-09 00:12:05

mm—— 94.5%

1,634 in 34 countries

Run Test ¥

Country
Argentina
Poland
Ukraine

Bulgaria

24h 7d 14d [ % of Vantage Points (Worldwide)
4 95%
H 94%
12:00 15:00 18:00 21:00 Oct 9 03:00 06:00 09:00 12:00
i I [
Sep 14 Sep 21 Sep 28 Oct5

4« Latest =+

Click on an agent to select it, click on the background to deselect 0

% of Vantage Points }
. 100
. 100
I 100
I 100

% of Vantage Points

I 00

No. of Networks
12
14
21

24
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Who owns 173.252.120.6
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72% of China sees a different IP 37.61.54.158

O e P . 24h 7d 14d () % of Vantage Points (Worldwide) 8 % of Vantage Points (China) .
facebook.com A g Jumpto... ¥
Mapping 37.61.54.158 (72.2%) - .
Date OOCQT 00:12 UTC (21 Hours Ago) 12:00
Details for China Run Test ¥ WWMWW\W
Sep 14 Sep 21 Sep 28 Oct5
72.2% ] | > Latest I
A~
Vantage
Points 0 < @] >
v
Mappings 3
pping: 5

% of Vantage Points

Click on an agent to select it, click on the background to deselect 0 M 100
Geography Network L

& View all countries | - Country: China

Date (UTC) Network % of Vantage Points } No. of Vantage Points
2014-10-09 00:12:05 China Unicom Shenzen network (AS 17623) I 100 1

2014-10-09 00:12:05 IDC, China Telecommunications Corporation (AS 23724) I 100 1

104 4o Dagqing zhongji petroleum telecommunication construction limited
2014-10-09 00:12:05 cpmpany (AS 17968) I 100 2
2014-10-09 00:12:05 ASN for TIANJIN Provincial Net of CT (AS 17638) I 100 1
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Who owns 37.61.54.158?

Azerbaijan
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Traceroute

»

»

»

»

»

Protocol used can make a big difference, TCP, UDP or ICMP
Load balancing can distort discovered routes

Hard to distinguish between muted interfaces and real loss
Multiple routes exist, need several probes

MPLS can distort delays
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Country Financial Outage

‘ Country Financial . ] Sumpto, v 240 7¢ 14d [ Average Availability o

https://www.countryfinancial.com/SiteController?url=/custo...

Agent ‘ All agents v ’

0%

Metric

16:00 17:00 18:00 19:00 20:00 21:00

Date %E: 17:30 UTC (35 Days Ago)

Errors by Type 16:00 17:00 18:00 19:00

DNS 1000000 O

Connect (0000000 7 (4 -
< @l >

ssL 10 v

Send 10

Receive | Q o

HTTP 10 =

Availability (%)

Click on an agent to select it, click on the background to deselect
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Looking at the network

Network — Path Visualization

www.countryfinancial.com:443 v  Llumpto.. v 24n 7d 14d s Average Loss 929,
Country Financial
Agents All agents visible [ Group by continent
0%
Metric Laten Jitter | Bandwidth
w 2/ l ] ] 16:00 17:00 18:00 19:00 20:00 21:00
SEP . \4
Date Sy 17:35 UTC (35 Days Ago) ﬂ
16:00 17:00 18:00 19:00 20:00 21:00

Quick Selection

5 nodes with forwarding loss > 0% EZ] it
5 links are part of an MPLS tunnel

Group [Manage groups] Search  Find nodes by network or country...
3 agents with failed path MTU discovery interfaces

I+ Source Destination #! :@: Color links with delay > 100 ms

Show 0 hops Show 3 hops (e)== Mark nodes with loss > 0%

» 5 nodes selected Deselect All

Atlanta, GA

7 208.74.228.151

Las Vegas, NV

Newark, NJ

Philadelphia, PAC

Detroit, Ml .

Lake Norman, NC
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Looking at the network

¥ 5 nodes selected Deselect All

Nodes Links

Name

be2005.ccr21.ord03.atlas.cogentco.com
173.249.64.245
be2003.ccr21.ord03.atlas.cogentco.com
208.74.228.191

be2114.ccr41.ord01.atlas.cogentco.com

IP Address

66.28.4.74

173.249.64.245

154.54.29.22

208.74.228.191

66.28.4.202

Prefix

66.28.0.0/16

173.249.64.0/20

154.48.0.0/12

208.74.228.0/24

66.28.0.0/16

Network

Cogent Communications (AS 174)
Access2Go, Inc. (AS 40948)
Cogent Communications (AS 174)
CC Services, Inc (AS 10511)

Cogent Communications (AS 174)

Country

United States
United States
United States
United States

United States
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Diving deeper into BGP

Metric Path Changes I Reachability ] Updates }
16:00 17:00 18:00 19:00 20:00 21:00
pate  SEP17:30 UTC A
ate 02 17: (35 Days Ago) H
16:00 17:00 18:00 19:00

Quick Selection

56 links involved in path changes

1+ Monitors Origin #!
@ :‘l ] [} Show only monitors with path
Show 0 hops Show 2 hops changes
» Deselect A
San Jose, CA

Atlanta, GA-2

rtland 0
orian 6 Amsterdam-2

O’M ARtersburg-1

Lds Angeles, CA

London-10

London-4

London-7

i ckton, CA

Washington, DC-6 Waishington, D& . Palo Alto, CA-3

‘ ’ ‘ London-9
. Sydney-1

Tokyo-5

Chicago, IL
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After things are stable

Portland, OR Tokyo-4
'. ‘ . Amsterdam-2

Atlanta, GA-2
San Jose, _,=CA

St. Petersburg-1

London-10

. Johannesburg, S& Africa

“Tokyo-2 % | Sydney-3 / '."

R e '

Sydney-4

15011

‘ Sydney-2',
x P H London-7
New York, NY-1 ‘:'a”kf“"‘ 2 i \
[ {StocktoniCA '
i f Palo Alto, CA-3

Chicago, IL

Washington, DC-6 . .
‘ Tokyo-5

Washington, DC

Sydney-1
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Lets look at a DDoS attack

Web — HTTP Server

‘ HSBC DDoS v ’ Shmpto. v 27414 B Average Availabilitymo%
http://www.us.hsbc.com
Agent ‘ All agents v ’
0%
Metric |

03:00 06:00 09:00 12:00 15:00 18:00 21:00 Jan 24
Date 53 01:00 UTC (259 Days Ago)

Jan 24

Errors by Type

DNS 000000 O
Connect (00000 2 PN A £
ssL N0
Send NN O
Receive 1000 4

HTTP 0

|

( 1

Availahilitv (94)
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Network View shows congested Nodes in Upstream ISPs

¥ 2 nodes selected Deselect All

Nodes Links
Name IP Address Prefix Network Country
us-hsbc-gw.customer.alter.net 157.130.18.202 157.130.0.0/16 Verizon Business/UUnet (AS 701) United States
12.88.0.70 12.88.0.70 12.0.0.09 AT&T Services, Inc. (AS 7018) United States

Nodes with >25% Packet loss in

—~
packet loss om0 @—1— < : E ol N\ up\)/strgam ISSS
> erizon an
o @t 7;&) AT&T
Lond .— —— \2/ - / / 161.113.4.6
High packet loss o soe @t it _/
fromalltestng — o ——— 7 —— HSBC bank
ints Te—— / website under
poin -
atants (@— — \/’__ . / attaCk
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DDoS Attack: Mitigation Handoff Using BGP

161.113.4.024 v Sydney-3

New Autonomous
System (VeriSign)

& HsBCDDoS -

Sydney-1

HSBC prefix

36620

New York, NY-1

Sydney-2
°. o

Stocktgn, CA

O :." Sydney-4

Sl._Pﬁi;mburg-1

12 (yoi. D) P Ao, ca4

San Jose, CA-3
Palo Alto, CA-3

i S kY )
o. ............ [ J— 36624 \\\ g _____ o Calgary

Seattle, WA —

New routes iy @) Man s

a6a28 36622 rfeud e
N e Amsterdam-2
a3

37 Ipw"'w:_[k, NY5..

O Los Angao‘zﬁh
N

'ph‘;cago, IL

O

annesburg, South Africa

London-4

O Frankfurt-2

Prior Autonomous
System (HSBC)

36619

Withdrawn routes

Vancouver ‘ Washington, DC
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Paypal Issues

[ slerner - https://www.paypal.com v ] € Jumpto... ¥ 24h 7d 14d . ) Average Availability oo

https://www.paypal.com/akamai/healthcheck.html

Agent ‘ All agents v ’

95%

Metric

17:00 17:30 18:00 18:30 19:00 19:30 20:00 20:30 21:00

Date ‘5, 19:00 UTC (190 Days Ago)

17:30 18:00 18:30 19:00 19:30 20:00 20:30

Errors by Type
DNS  J000000000000000000000000 O
Connect  J000000000000000000000000 1
SsL - 000000000000000000000000 O
Send  (00000000000000000000000 O
Receive  100000000000000000000000 O
HTTP  000000000000000000000000 O

A

s

|

DI AR

Availability (%)
Click on an agent to select it, click on the background to deselect o I 100
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Lets look at the network

Istanbul, Turkey . 8-9

23.55.226.234

Las Vegas, NV ‘

Columbus, OH .

Ashburn, VA .

Philadelphia, PA .

Raleigh, NC .

Bruges, Belgium .

Vancouver, Canada .

3 @ 18428252234
2 @ 263210234
)
2 N\ @ 23203162234
7 ® ® @ 2320950234
............ —————
o T / . 23.209.98.234
- \ /
3 "””’-______<>
(——Q 27798234
— 4. 23.49.130.234
2
S— . 23.73.82.234
=::::::::::::: 5 o /
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Akamai advertising address block

San Jose, CA

Palo Alto, CA-4

.N York, NY-5
2

““

Palo Alto, CA-5 6939

Johannesburg, South

3
s

s

ica :

s
H
H

Lc don-!
- St. Petersburg-1
d New York, NY-1

okyo-1

: okyo-4
San Franciscg,€A -

Chicago, IL

London-4

O:
O

Amsterdam-.

o
o

Stockton, CA‘ :

New York, NY-4. ,/ ‘
ancouve
Los Angeles, C.

%
s
s
H
B
B
s
H
B
B
%
5

AL LTI,

Akamai Technologies (AS 16625) (Origin)

Primary Country United States
Global Network Rank 357

Prefixes Announced 577
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Indosat advertising the same prefix block

San Jose, CA

““

_, 6939
~ins 36351

Palo Alto, CA-5 §
”"" "
Johannesburg, South Affica ‘-..,,. .
San Jose, CA-3 ’ .L’ 2 P
Q 2 g
ney-2. .l ;

Seattle, WA L
Q o““
aulo-2 ;
"“'szoﬁf v
o ra
o $F 5 ONew York, NY-1
& H
bk os
H OTokyo-4

o
R
&
R
o o
R
London- S §
0‘ s
& $
& $
o $
§
§
§
§

Go, C .

Sydne < O

vaneys Q London-4
m-.

Amsterda

INDOSAT (AS 4761) (Origin)
Indonesia

Primary Country
Global Network Rank 136
Prefixes Announced 349
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Thanks !

mohit@thousandeyes.com
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