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DDoS Threat Landscape 





DDoS Handbook 

Å A history and overview of DDoS 
 

Å Review of attack types and tools 
 

Å DDoS Mitigation Considerations 
 

Å DDoS Dictionary 
 



Security Products Now Cause of 36% of Downtime 

DDoS Failure Points within the Network 

ï Internet Pipe Saturation remains single greatest failure point 

ï Stateful firewalls jump from 15% to 26%  

ï Last third take down targeted web/SQL servers 
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attacks (e.g.Slowloris) 

Complexity of Attacks Continues to Grow 

Multi -vector attacks target all layers of the infrastructure 

IPS/IDS 

Large volume network 
flood attacks 

Syn 
Floods 

Network 
Scan 

HTTP Floods 

SSL Floods App Misuse 

Brute Force 

On-Demand Cloud DDoS DoS protection Behavioral analysis IPS WAF SSL protection 

Internet Pipe Firewall Load Balancer/ADC Server Under Attack SQL Server 

XSS, CSRF SQL Injections 





Types of Attacks 

Attacks Targeting Network Resources Attacks Targeting Server Resources 

ÅUDP 

Å ICMP 

Å IGMP 

ÅReflection 

ÅDNS, SSDP, NTP, etc 

TCP Weaknesses 

SYN Floods 

TCP RST 

TCP PSH+ACK Flood 

Low and Slow 

- Sockstress, Slowloris 

Our current research shows an even split between network and application-layer attacks 



Types of Attacks (cont.) 

Encrypted Attacks Attacks Targeting App Resources 

ÅHTTPS Floods 

Å THC-SSL-DOS 

HTTP Flood 

DNS Flood 

Slow HTTP GET Request 

Slow HTTP POST Request 

REGEX 

Hash Collision 



User Datagram Protocol (UDP) 

Connectionless protocol 

5ƻŜǎƴΩǘ ŜȄǇƭƻƛǘ ŀ ǎǇŜŎƛŦƛŎ ǾǳƭƴŜǊŀōƛƭƛǘȅ 

Typically spoofed source IPs, often packets are sent to random dest ports 

Server has to respond with ICMP unreachables 

Compute resources are consumed 

Network capacity is consumed 

UDP Floods 



Internet Control Message Protocol (ICMP) 

Connectionless protocol 

5ƻŜǎƴΩǘ ŜȄǇƭƻƛǘ ŀ ǎǇŜŎƛŦƛŎ ǾǳƭƴŜǊŀōƛƭƛǘȅ 

Can be any type of ICMP message 

Volumetric in nature 

Target has to try and process all of the requests 

This is why we have ICMP policers on routers J 

ïThe premise holds true for all devices that have to respond 

ICMP Floods 



DNS, SSDP, NTP, etc. 

Most common attacks today 

Leverage the disparity between a request and a reply 

Amplification can be huge 

{ƻǳǊŎŜ Lt ƻŦ ǘƘŜ ǊŜǉǳŜǎǘ ƛǎ ǎǇƻƻŦŜŘ ŀǎ ǘƘŜ ǘŀǊƎŜǘΩǎ Lt 

Target is overwhelmed 

Reflection Attacks 



Protocol exploits 

Misuse of the six control bits, SYN, ACK, RST, PSH, FIN and URG 

TCP requires a 3-way negotiation in order for a session to be established 

ïSYN, SYN-ACK, ACK 

ïEach request creates a half-open connection 

Attacks will often send packets in the wrong order to consume resources on 

ǘƘŜ ǘŀǊƎŜǘ ǿƘƛƭŜ ƛǘ ǘǊƛŜǎ ǘƻ ƛƴǘŜǊǇǊŜǘ ǿƘŀǘΩǎ ƘŀǇǇŜƴƛƴƎ 

TCP Weaknesses 



One of the most common vectors 

Attacker floods the target with SYN packets from spoofed source IPs 

Target opens a thread and assigns buffers to prepare for each connection 

Target sends a SYN-ACK back to the spoofed requestor 

No response, so target sends more SYN-ACKs until it times out 

Server is unable to timeout old sessions before new ones can be handled 

SYN Floods 



SYN Flood Impact on Firewall 

Bandwidth 

CPU Impact 


