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DDoS ATTACKS
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.+ DDo0S Failure Points within the Network

I Internet Pipe Saturation remains single greatest failure point
1 Statefulfirewallsjump from 15% to 26%
T Last third take down targeted web/SQL servers
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..° Complexity of Attacks Continues to Grow
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.o° lTypes of Attacks

A UDP » TCP Weaknesses
A ICMP » SYN Floods

A IGMP » TCP RST

A Reflection » TCP PSH+AEkod

DNS, SSDP, N&fe, Low and Slow

SockstressSlowloris
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«s° lypes of Attacks (cont.)

A HTTPS Floods » HTTP Flood

A THGSSIDOS » DNS Flood
* Slow HTTP GET Request
* Slow HTTP POST Request
» REGEX
» Hash Collision
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.+ UDP Floods

User Datagram Protocol (UDP)

Connectionless protocol

52S8SayQi SELX 2A0 | aLISOAFTFAO @dzf Yy SNI 0Af
Typically spoofed source IPs, often packets are sent to rarthstports

Server has to respond with ICMRBreachables

Compute resources are consumed

Network capacity is consumed
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+" ICMP Floods

Internet Control Message Protocol (ICMP)
Connectionless protocol
52S8SayQi SELX 2A0 | aLISOAFTFAO @dzf Yy SNI 0Af
Can be any type of ICMP message
Volumetric in nature
Target has to try and process all of the requests
This is why we have ICMP policers on roufers
I The premise holds true for all devices that have to respond



.+’ Reflection Attacks

DNS, SSDP, NTP, etc.

Most common attacks today

Leverage the disparity between a request and a reply
Amplification can be huge

{2dzNDS Lt 2F GKS NBIldzSaid A& aLR22FSR |
Target is overwhelmed
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.’ TCP Weaknesses

Protocol exploits
Misuse of the six control bits, SYACK, RST, PSH, FINARG
TCP requires aWay negotiation in order for a session to be established
I SYN, SYACK, ACK
I Each request creates a halpen connection
Attacks will often send packets in the wrong order to consume resources on
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" SYN Floods

One of the most common vectors

Attacker floods the target with SYN packets from spoofed source IPs
Target opens a thread and assigns buffers to prepare for each connection
Target sends a SYACK back to the spoofed requestor

NoO response, so target sends more SMDKSs until it times out

Server is unable to timeout old sessions before new ones can be handled
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