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“Scream Stream If You Wanna Go Faster”

Data Center
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Telemetry: an automated communications process by which measurements and other data are collected at remote or 
inaccessible points and transmitted to receiving equipment for monitoring.

https://en.wikipedia.org/wiki/Telemetry
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How Do You See Telemetry In a Router?

1 2 3
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Check Your Models

Native Model

Open 
Model

Native device 
config/oper data

Mapped 
config/oper data
Deviations

Native OpenConfig

This might not always 
work for Telemetry



What Does Sample Interval Really Mean?

collection
started

collection
ended

collection
started

collection
ended

sample interval

total time between collections

collection
started

collection
ended

collection
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collection
started
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time between collections 
(sample interval)

time between collections 
(sample interval)

This might vary 
in time

Works fine for small collections

You should never see missed collections

Hard to automate, no consistent behavior

Consistent behavior, easy to automate

Sample interval must be more than max collection time

You might see missed collections



Missed Collections. What To Do?
What do you expect from your router?

collection
started

time between 
collections 

(the configured sample 
interval)

collection
started

collection
ended

time between 
collections 

(the configured sample 
interval)

What will your 
router do here?

Send all 1s / all 0s? 

Send previous collection values?

Leave things as is and don’t send anything?

Do you want 
to fill the gap 

or not?



How Do You Want Your Data Out?

GPB

Models

Encoding

Transport

Proprietary / NativeOpen / Openconfig

KV 
GPB JSON

gRPC TCP UDP



Is It Enough To State gRPC/GPB Support?

syntax = "proto3";
option go_package = "telemetry_bis";

/* Common Telemetry message */   // this is common for both
message Telemetry {
oneof node_id {
string node_id_str = 1;

}
oneof subscription {
string   subscription_id_str     = 3;

}
string   encoding_path = 6;
uint64   collection_id             = 8;
uint64   collection_start_time = 9;
uint64   msg_timestamp = 10;
repeated TelemetryField data_gpbkv = 11;
TelemetryGPBTable data_gpb = 12;
uint64   collection_end_time = 13; 

}

https://github.com/cisco/bigmuddy-network-telemetry-
proto/blob/master/staging/telemetry.proto

Define your Telemetry message
service gRPCConfigOper { 

// Configuration related commands    
rpc GetConfig(ConfigGetArgs) returns(stream ConfigGetReply) {};    
rpc MergeConfig(ConfigArgs) returns(ConfigReply) {};    
rpc DeleteConfig(ConfigArgs) returns(ConfigReply) {};        
rpc ReplaceConfig(ConfigArgs) returns(ConfigReply) {};    
rpc CliConfig(CliConfigArgs) returns(CliConfigReply) {};    
rpc CommitReplace(CommitReplaceArgs) returns (CommitReplaceReply) {};    
rpc CommitConfig(CommitArgs) returns(CommitReply) {};    
rpc ConfigDiscardChanges(DiscardChangesArgs) returns(DiscardChangesReply) {};    
// Get only returns oper data    
rpc GetOper(GetOperArgs) returns(stream GetOperReply) {};    

// Get Telemetry Data    
rpc CreateSubs(CreateSubsArgs) returns(stream CreateSubsReply) {};
}

https://github.com/cisco/bigmuddy-network-telemetry-
proto/blob/master/staging/mdt_grpc_dialin/mdt_grpc_dialin.proto

Define your gRPC calls

https://github.com/cisco/bigmuddy-network-telemetry-proto/blob/master/staging/telemetry.proto
https://github.com/cisco/bigmuddy-network-telemetry-proto/blob/master/staging/mdt_grpc_dialin/mdt_grpc_dialin.proto


Is It Enough To State gRPC/GPB Support?

https://github.com/nileshsimaria/jtimon/blob/ma
ster/telemetry/telemetry.proto

Juniper’s OC .proto

https://github.com/nileshsimaria/jmonudp/blob/
master/protos/telemetry_top/telemetry_top.proto

Juniper’s UDP .proto

https://github.com/nileshsimaria/jtimon/blob/master/telemetry/telemetry.proto
https://github.com/nileshsimaria/jmonudp/blob/master/protos/telemetry_top/telemetry_top.proto
https://github.com/nileshsimaria/jmonudp/blob/master/protos/telemetry_top/telemetry_top.proto


GNMI Should Be The Answer. Right?

https://github.com/openconfig/gnmi/blob/master/proto/gnmi/gnm
i.proto

Defines the gRPC call Defines the message

https://github.com/openconfig/gnmi/blob/master/proto/gn
mi/gnmi.proto#L90-L119

What to 
select here?

https://github.com/openconfig/gnmi/blob/master/proto/gnmi/gnmi.proto
https://github.com/openconfig/gnmi/blob/master/proto/gnmi/gnmi.proto
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How Can a Router Send Its Data Out?

TCP UDPgRPC



gRPC Comes With an Overhead…
Magic number to 
start HTTP2 phase

Settings from 
the router

HTTP2 details

Settings 
confirmations

Negotiation 
happens 
before 

the data 
is streamed

Window size from 
the router

Window size/settings 
from the collector



…But Brings Some Good Benefits

Speed Control 
(from the 

collector side)



TCP And UDP Are Simple 

Good to know if there 
is any 

additional header 
inside



UDP Is Fast, But…

0 1 2 3
Source Port Destination Port

ChecksumLength

32 bits

Max datagram length is:
216 – 20 (IPH) - 8 (UDPH) = 65,507 bytes

Sep 19 01:35:01.452 m2m/mdt/backend-timer 0/RP0/CPU0 t15234 45924 [mdtbk_bte_encode_cb]: sub_id 5, 
/oper/optics/if/*/optics_info, len 77580: mdt_send_encoded_data returned error



To Encrypt or Not To Encrypt?

gRPC Dial-in (NO-TLS)

Message content

Message content

Password exchange Password exchange

gRPC Dial-in (TLS)



Which Encoding To Use?

Message length: 1142 bytesMessage length: 330 bytes Message length: 1325 bytes
GPB KV-GPB JSON



Design Your Transport Network Properly
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Is Your Collector Fast Enough?

Make sure the collector has enough power to process your telemetry data.

Decoded messages volume



Is Your Hard Drive Write Speed Fast Enough?

HDD-based server (SAS)

SSD-based server (SAS)



Metric InfluxDB Prometheus Elasticsearch OpenTSDB

Website https://influxdata.com/ https://prometheus.io/
https://www.elastic.co/produc

ts/elasticsearch
http://opentsdb.net

Category Real-time Analytics Monitoring System Real-time Search Real-time Analytics

Supported Measurements metrics, events metrics metrics, events metrics

High Availability (HA) Double writing 2 servers Double writing 2 servers Clustering Clustering

Underlying Technology Golang Golang Java Java, Hadoop

Storage Backend Custom Custom Document Hadoop (Columnar)

Supported Data Types int64, float64, bool, and string float64
string, int32, int64, float32, 

float64, bool, null
int64, float32, float64

Bytes per point after compression 2.2 1.3 22 12

Metric Precision nano second milli second milli second milli second

Write Performance - Single Node 470k metrics / sec (custom HW) 800k metrics / sec 30k metrics / sec 32k metrics /sec (calculated)

Query Performance (1 host, 12hr 

by 1m)
3.78 ms (min), 8.17 (avg) tbd 13.23 ms (min), 28.6 (avg) tbd

Query Language InfluxQL (SQL like) PromQL Query DSL lookup only

Community Size large large large medium

Maturity Stable Stable Stable stable

Full table: https://tinyurl.com/jsd4esy
Good to read: https://tinyurl.com/ybaw4ww6

InfluxDB vs OpenTSDB: https://tinyurl.com/y8ofbjyy
InfluxDB vs Cassandra: https://tinyurl.com/y83vv9ys
DB ranking: https://tinyurl.com/ya8rrrjp
InfluxDB vs Elasticsearch: https://tinyurl.com/y7yxjf6v

What To Think About Selecting a TSDB

https://influxdata.com/
https://prometheus.io/
https://www.elastic.co/products/elasticsearch
https://tinyurl.com/jsd4esy
https://tinyurl.com/ybaw4ww6
https://tinyurl.com/y8ofbjyy
https://tinyurl.com/y83vv9ys
https://tinyurl.com/ya8rrrjp
https://tinyurl.com/y7yxjf6v


Everything is working, where are my stats?
RP/0/RP0/CPU0:ios-xr#sh tele m subscription if-stats 
Sun Apr 1 20:50:17.883 PDT
Subscription: if-stats
-------------

State: ACTIVE
DSCP/Qos marked value: Default
Sensor groups:
Id: if-stats

Sample Interval: 5000 ms
Sensor Path: Cisco-IOS-XR-infra-statsd-oper:infra-

statistics/interfaces/interface[interface-name='Bundle-Ether*']/latest/generic-counters
Sensor Path State: Resolved

Destination Groups:
Group Id: DGroup1

Destination IP: 10.30.110.40
Destination Port: 57500
Encoding: self-describing-gpb
Transport: grpc
State: Active

RP/0/RP0/CPU0:ios-xr# sh clock
Sun Apr 1 20:56:15.074 PDT
20:56:15.167 PDT Sun Apr 1 2018

cisco@ubuntu51-1:~$ date
Sun Apr 1 23:13:11 PDT 2018
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Think About Your Overall Design

Router

Collector 1

send_buffer

Analytics/etc

Collector 2

Analytics/etc



Think About Your Overall Design
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Analytics/etc

Collector 2
(delays)

Analytics/etc

window_update (slow down)



Think About Your Overall Design
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Think About Your Overall Design

Router

Collector 1

send_buffer

Analytics/etc

Collector 2
(delays)

Analytics/etc

window_update (speed up)



Think About Your Overall Design

Router

Collector 1

send_buffer

Analytics/etc

Collector 2
(delays)

Analytics/etc

Old dataRecent data

What do you want your 
router to send now?

Do you want your router to 
slow down here instead?

Or do you want your router 
to go through collections 

twice?



It Is Good to Know More

A snapshot from https://www.youtube.com/watch?v=ZMZJ3ZaEcIQ

https://www.youtube.com/watch?v=ZMZJ3ZaEcIQ

