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Abstract

Feel comfortable making a network change in the middle 
of the workday? If your approach to configuration management 
makes use of NetDevOps with automated testing pipelines and 
virtualized network infrastructure you will have the confidence that 
your network changes will work the first time. This session will highlight 
an approach to applying Continuous Integration and Continuous 
Deployment with network infrastructure using abstracted 
configurations in YAML, GitLab for version control and CI, Cisco 
Modeling Labs to provide a virtual network testbed, Ansible to deploy 
the configuration, and pyATS to perform the operational network tests. 
The whole lifecycle of deploy, test, validate, and deploy to production 
will be shown.



Agenda

u What is “NetDevOps”?
u Choosing The Right Tools
u An Example

Questions



This Stuff Is Hard!

HARDSTUFF
👊



The Network Of Yore



The Network Today



Network Infrastructure+DevOps = NetDevOps



What Is “NetDevOps”?

u The principles and tooling of DevOps applied to network 
infrastructure
u Culture
u Automation
u Lean
u Measurement
u Sharing

u Under Automation, we will look at
u Continuous Integration / Continuous Deployment (CI/CD)
u Automated Testing
u Infrastructure as Code (IaC)



The [Hopefully] Virtuous Cycle
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CI/CD Pipelines

• Configuration changes are done 
through automation

• Version control keeps history

• Validate changes prior to 
configuring the production 
network

• If an issue is introduced into the 
network, those changes can be 
rolled back to a known good 
state
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Choosing The Right Tools



Every Problem Is Not A Nail…
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• Comprehensive source of 
network inventory

• IPAM
• Provides physical 

topological details
• Holds logical relationships 

between infrastructure 
elements



Every Problem Is Not A Nail…
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• Maintains history
• Provides comments and 

reasoning
• Support collaborative 

development



Every Problem Is Not A Nail…
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• Engine to drive multi-
environment deployments

• Execute tests
• Allow for review/approval



Every Problem Is Not A Nail…
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• Automation: Provides hooks to 
translate abstracted 
infrastructure intent into actual 
config

• Automation: Automate the 
deployment to multiple 
environments

• Simulation: Exposes a network 
infrastructure like production

• Simulation: Facilities for traffic 
injection and analysis

• Verification: Tests not only of 
config but of operational state



Every Problem Is Not A Nail…
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• To close the loop, changes 
that are successful must be 
reflected in network 
monitoring, policy, and 
config management tools



Every Problem Is Not A Nail…
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All layers should be 
programmable for end-to-
end automation



An Example



Our Network



Our Toolchain
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GitLab

Ansible
Cisco Modeling Labs & pyATS



VLAN Fabric

Checkout https://github.com/xorrkaz/chinog-netdevops



Network Simulation in Cisco 
Modeling Labs

Production Testing

Dynamically spin up a 
copy of the production 
network for testing



Deploy Using 
Ansible



Test Config 
and State with 
pyATS



Demo Time!





Resources
Resource URL
Simplified Example https://github.com/xorrkaz/chinog-

netdevops
Ansible https://docs.ansible.com
Cisco Modeling Labs Obtaining:

https://developer.cisco.com/docs/modeling-
labs/#!downloading-files-for-cml-installation
Docs:
https://developer.cisco.com/docs/modeling-
labs/#!introduction

GitLab https://about.gitlab.com/
pyATS https://pubhub.devnetcloud.com/media/py

ats-getting-
started/docs/intro/introduction.html

For Your
Reference

https://github.com/xorrkaz/chinog-netdevops
https://docs.ansible.com/
https://developer.cisco.com/docs/modeling-labs/
https://developer.cisco.com/docs/modeling-labs/
https://about.gitlab.com/
https://pubhub.devnetcloud.com/media/pyats-getting-started/docs/intro/introduction.html


Build, Test, Deploy.

And feel comfortable making 
a network change in the 
middle of the workday 


