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A surprising route hijack



RPKIROV milestone
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● ROAs exist for around 60% of BGP prefixes



Validating routes
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● Every major network 
should be running ROV

● Enforce BGP route 
matches ROA

● Feeling pretty safe 
against origin hijacks

https://isbgpsafeyet.com/

https://isbgpsafeyet.com/


General filtering assumptions
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● Longer than /24 + /48 are often filtered out 
(independent of ROV

● ROV coverage spans all prefix lengths
● Use of ROA maxLength makes ROV more 

effective
● RFC9319: BGP routes should match minimal 

ROA
● Provides some protection against 

forged-origin hijacks

https://datatracker.ietf.org/doc/html/rfc9319


Normal route to 1.1.1.1

7https://radar.cloudflare.com/routing/prefix/1.1.1.0/24

● AS13335 advertises 
1.1.1.0/24

● No more-specifics 
expected anywhere 

https://radar.cloudflare.com/routing/prefix/1.1.1.0/24


1.1.1.0/24 ROA covering 1.1.1.1

8https://rpki.cloudflare.com/?view=explorer&prefix=1.1.1.0%2F24

https://rpki.cloudflare.com/?view=explorer&prefix=1.1.1.0%2F24


1.1.1.1/32 hijack
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Unpacking what happened
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● AS13335: valid 
originator

● AS36992 hijacker
● AS8452: hijack 

acceptor, enabler
● AS3356: hijack 

acceptor



ROV Bypass
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● For >/24 prefixes, it appeared AS3356 was 
running IRR-only filtering, allowing invalids

● AS3356: motivation to support customer “TEˮ
● AS13335 is found (indirectly) within Telecom 

Egyptʼs expanded ASSET



False immunity
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Edge case: Traffic
Engineering TE



TE with long prefixes - why?

14

● Some customers want to advertise >/24 and 
>/48 within provider networks
● Not propagated further to peers outside 

providerʼs network

● Motivated by IPv4 address starvation?

● Poor management of load per-prefix?



TE with long prefixes - how?
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Potential provider config: ROV bypass

16



Test: who allows TE to bypass ROV?
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● Advertise /32 + /128 prefixes to peers
● BGP origin AS ! ROA origin AS
● Find who filters via IRR-only and allows ROV 

bypass

● Tests limited by:
● Type of BGP relationship AS13335 has 

(customer-provider, vs lateral Peer)



Purposely invalid announcements
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Testing method
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● Advertise long-invalid prefixes to peers 
one-by-one

● Ping reachability from looking-glasses, or 
vantage points

● Record results



NO ROV examples
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ROV examples
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Results: who allows TE to bypass ROV?
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ASN Name Result

174 Cogent ROV

701 Verizon ROV

1299 Arelion ROV

2914 NTT ROV

3257 GTT ROV

3356 Lumen/Colt/Cirion NO ROV (IPv4 only)

3491 PCCW ROV

5511 Orange ROV



Results: who allows TE to bypass ROV?
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ASN Name Result

6453 Tata ROV

6461 Zayo NO ROV 

6762 Sparkle ROV

6830 Liberty Global ROV

6939 HE ROV

7018 AT&T ROV

12956 Telefonica ROV



Testing takeaway

24

● At least two tier-1 ISPs appear to accept 
RPKIROV long-invalid prefixes, ignoring ROV

● Acceptance of IPv4 invalid prefixes may be 
more likely

● Downstreams of these ISPs will be impacted 



Solutions for long prefix TE
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● Option 1: donʼt offer this “TEˮ method
● How valid is this customer use-case?

● Option 2: require long maxLength ROAs
● Advertising upto /32 requires maxLength=32 

ROA
● Customers accept going against RFC9319

● Forged-origin hijacks may be more 
effective 



Edge case: 
Remote-Triggered Blackhole 
RTBH



Destination-based RTBH
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● Customer is getting DDoS attacked toward IP(s)

● Links are congesting

● Customer network signals via BGP for provider 
to discard traffic to IP(s) 

● Congestion resolved since traffic is dropped on 
provider routers



Blackhole route filtering
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● Specialized routing announcement
● kept internal-only BLACKHOLE, 

NO_EXPORT
● Generally no RPKI-based filtering at all
● Based on IRR objects ASSET, route + route6
● Announcements are expected to be long

● Customers donʼt want to blackhole more IPs 
than they absolutely have to



RTBH hijack
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● AS13335 valid 
prefix owner

● AS55720 RTBH 
hijacker

● Accepted by Tier-1 
ISP based on IRR 
data



RTBH solution: more RPKI
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● Dedicated RPKI object for RTBH

● Similar to ROA, but “Discardˮ Origin 
Authorization

● https://datatracker.ietf.org/doc/draft-spaghetti-
sidrops-rpki-doa/

● Problem: re-do of ROA signing effort for DOA

https://datatracker.ietf.org/doc/draft-spaghetti-sidrops-rpki-doa/
https://datatracker.ietf.org/doc/draft-spaghetti-sidrops-rpki-doa/


RTBH solution: loose ROV
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● Use ROA but extend to /32 prefix-length for 
only RTBH routes - AKA origin-only ROV

● ROV with “looseˮ method must be restricted to 
BLACKHOLE RFC7999) routes

● Problem: slippery slope
● Can ruin maxLength ROV RFC9319) if 

implemented incorrectly



RTBH loose ROV in the wild BIRD
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Configuration from BIRD
https://bird.network.cz/?get_doc&v=20&f=bird-6.html

- Requires multiple ROA tables to maintain separation 
of ROV (regular routes) and loose-ROV (RTBH)

Example in the wild: DE-CIX route servers
https://docs.de-cix.net/article/o80or2w5dl-de-cix-chicago-gl
obepeer-route-server-guide

https://bird.network.cz/?get_doc&v=20&f=bird-6.html
https://docs.de-cix.net/article/o80or2w5dl-de-cix-chicago-globepeer-route-server-guide
https://docs.de-cix.net/article/o80or2w5dl-de-cix-chicago-globepeer-route-server-guide


RTBH solution: covering route lookup
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● Leverage the covering route that already 
passed ROV checks

● Check if RTBH route is received from same 
neighbor AS (or NEXT_HOP) as covering route
● If yes: ACCEPT
● If no: REJECT

● https://iepg.org/20190324-ietf104/blackholing
_reconsidered_ietf104_snijders.pdf

https://iepg.org/2019-03-24-ietf104/blackholing_reconsidered_ietf104_snijders.pdf
https://iepg.org/2019-03-24-ietf104/blackholing_reconsidered_ietf104_snijders.pdf
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