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Problem: Today’'s Workflow is Reactive, Manual and Expensive

GAP - Non Deterministic Root
Wait for Failure -> 4 Manual Touch Points -> Upset Customer ! Cause

Cugbomer Bscalate Tick O%%
B #  mpacted il QA

I
- s Eigg
°
Network Issue Customer Customer NOC Network Engineer
Performance Impact Support Tiert NOC Senior Network Engineers
Degradation Customer Complaint Call Center Agent Escalates to NetEng needed to ask Right
Outage to Support Escalates to NOC Questions and Check for
Hallucinations.

Hours to Days .

GAP - Most Current AlOps Platforms Still Leave Root-Cause Validation to
Operators.




Solution: Automated Workflow:Proactive, No Customer Impact

Proactively Detect and Guide Remediation with Fewer Touch Points and Lower
Customer Impact

Detect ~

R & ‘ g 1 HOW ?

’ Graph Neural Networks (GNNs)
Network Issue NOC Provide Deterministic Answers:
Performance Tier1 NOC Resolves > Root Cause
Degradation Problem Before > Associated Correlated Events
Outage Customer Impact’

e Some Faults cannot be
predicted, Ex. Fiber Cut, In Why ?
. e LAl Better Customer Experience
Seco n ds -I-o M I n utes is Minimized, Not Avoided P t
=> Proaclive

Network Operations Efficiency
=>  Faster Resolution




The Missing Layer Between Observability and Automation

Network Telemetry
N I
ol > Ingest telemetry from Current Tools
apter o > Determine Root Cause
Deterministic Root > Verify Root Cause
Cause + > Determine Remediation
Remediation Steps > Trigger existing in-house automation
or operator workflows
Agert Remediaties @ NOC Engineer
Roof Cauge </> Remediates Root
Cauge

ln Houge Automation




AIOPS Achitectures - Whats the Main Difference?

LLM based workflows require Human QA on hundreds of Alarms

Convert Issues to
Network Words

LLM - Word Representations

_ Non Deterministic
‘ A o = . Answers
} ‘ Text Cenric iﬁferéri‘cing EHW '

GNN based workflows process Burst of Alarms- Reduce to Root Alarms

GNN - Direct Network Representation

@
> & g A
e = - | Deterministic
e o %) Answers
oo® o

Network Aware Causal Reasoning




AIOPS Systems Architecture - Non Deterministic

N_on Deterministic Approach requires Experienced Network Engineer to ask Correct Questions

Reactive

Starts with All Alarms
Manual

Requires Experienced
Network Engineer to ask
Right Questions due to Non
Deterministic Answers - “..its

up to the Engineer to go on the right Path..”
See Reference: 4:20
https://watch.getcontrast.io/watch/selector-ai-
ai-for-network-leaders-powered-by-selector-3

e

Network Telemetry

LLMbaced
Chatbot
—— GraphRAG
Reagconing Models
T |

Correlation Models

Experienced Network
Engineer must Find Root
Cause - Reactive 7
Manual

Prediction Modele

ln House Automation Agents



https://watch.getcontrast.io/watch/selector-ai-ai-for-network-leaders-powered-by-selector-3
https://watch.getcontrast.io/watch/selector-ai-ai-for-network-leaders-powered-by-selector-3

AIOPS System Architecture - Deterministic

Deterministic Approach enables Automation

Network Telemetry
1. Ingest from Existing Observability
Platforms or Direct
2. Root Cause -> Remediation S,
g Zrlggfr Existing In House Automation NN I,__> ,—.—, oLt .
gents s it
4. No Rip-and-Replace i

ln Houge Automation Aqen‘ts




Processing

AIOPS Architectural Patterns - Reference

1

LLM (Baseline)

Ingestion: Network Data Logs & Time Series

P »
-
2y &> |72
Syslog SNMP NetFlow Performance
Traps Metrics (Time Series)

Raw text £—= Chunking
e e ——
normalization =

Storage

/ Data Lake

Unstructured Log Store

2

Query

Natural b
@ Language —_—
fae] Query

Answer (Textual)

Benefits

v

v
v
v

Simple to implement
No additional infrastructure

ood for general text understanding
Flexible for ad-hoc questions

Limitations

XX XXX

No u ing of i i
No correlation across data sources
Limited ing over i

Prone to hallucination
Poor for complex AIOps use cases

by size) |
|

Ingestion: Network Data Logs & Time Series

= & = =

Syslog snmp Performance
Traps Metrics (Time Series)

NetFlow

Processing

<

Parsing &

Storage
rigi p—
Vector Criginal Date. P
s (Data Lake) G
Query
— Retrieve
( Natural Relevant
@ | Language Chunks
@B | Query
@ LLM (with context)
(
Answer (Textual)
Benefits

~ Leverages enterprise data for better answers
+~ Context-aware responses

~ Easy to integrate with existing LLMs

+~ Improves over baseline LLM

Limitations
X Still lacks ing of i ip:
X Multi-hop reasoning is weak
X Performance depends on chunk quality
X Can miss critical correlations
-

Not ideal for root cause analysis

2. RAG (Retrieval Augmented Generation) 3. Knowledge Graph

Ingestion: Network Data Logs & Time Series

|~

Co -))_)
= =3 2

Syslog SNMP NetFlow
Traps

Processing

Parsing & Entity Relation

4. Graph RAG

Ingestion: Network Data Logs & Time Series

&y 3 |=”

NetFlow

Syslog

Performance
Metrics (Time Series)

Processing

Parsing & Entity & Relation

Graph Construction

XX XXX

2

Knowledge Graph
(Nodes & Relationships)

Storage

Query

Graph Query
(SPARQL/Cypher)

+

Results (Structured)

Benefits

+ Captures relationships & context

~ Enables multi-hop queries

+  Better for root cause & impact analysis
v

Transparent & explainable

Limitations

Complex to build & maintain
Requires domain modeling expertise
Data extraction can be error-prone
Not optimized for unstructured text

i can be is

| ~[f}~ Text chunking + Embedding

4

Storage
Knowledge Graph Vector Database
(Text Chunks)

4

Query
Graph
Natural Traversal +
@ | Language " Veetor
__Query Retrieval
@ LLM (with Graph Context)
(c & i
Benefits
+~ Combines strengths of Graph + LLM
~  Better context + reasoning
~  Explainable with graph paths
v for queries
&

Supports both structured & unstructured data

Limitations

X More complex architecture

Higher computational cost

Requires Graph + Vector infrastructure
Latency can increase

Needs continuous tuning

XX XX

“J- Al approaches benefit from high-quality data, proper governance, and continuous feedback.

*H % ¥

5. GNN (Graph Neural Network)
Ingestion: Network Data Logs & Time Series

gy 3> |l

NetFlow rformance

Processing

.

| Parsing & Graph Feature Time
{ ization C. " ineeri i i
| (Ops Graph)  (Node/Edge
| Features)
Storage
€ 5 Time Series Database
e
—— -+

—

Graph Database

4

Input: Graph Snapshot /
me Window

Query / Inference

©

GNN Model
Inference

Output (. / iction / CI i i

Benefits

Excels at pattern & anomaly detection
Learns from historical behavior

for large net i
Great for prediction & proactive AlOps

LRCAR

Limitations

X Requires labeled data (supervised)

X High computational requirements

X Complex model training

X Less interpretable than KG/Graph RAG
X Not ideal for exploratory QA

Pe
Metrics (Time Series)



GNN Introduction

What is a Graph Neural Network?
> (Class of Neural Networks that operate on Graph
Data

Why does it matter in Network AIOPS?
> Networks map directly to Input Graph Data that
can be understood by GNN

10



GNN Introduction

ldea: Map Network to Node and Link Embeddings(Vectors)
Tdea: Aggregod'e Neighbors

Direct Representation of:
e Network Elements
e Relationships

* Key idea: Generate node embeddings based
on local network neighborhoods

TARGET ROUTER /,.
@R
Maps to
AGGREGATE R:I ~~~~~~~ D
% <— | NetGHBORHOOD | €----1
R1 AGGREGATION ,/’ R4
Graph Data | ,

e can be processed by Al

INPUT GRAPH

1 ‘



GNN Introduction to basic graph computations

Main Idea:
> Data Maps to Model - Direct Representation of Real World Network
> Model Captures:
o Relationships between Routers and Links
o Fault Propagation Patterns
> Learns -> Becomes Smarter Over Time for that Particular Customer

) 5-node graph for GNN message passing
GNN message passing equations
, . Ao e "'\: vpgee node B
Generic message passing: s %R' bt o
m_v(k+1) = AGG{ phi(h_u(k), e_uv) : u in N(v) }) - °‘1“;“
h_v(k+1) = UPDATE(h_v(k), m_v(k+1)) s
< EA = lohms, eiap -l 2.CD = [lat=4ms,
lse0%] loss-0%] 0%

For the diagram, if we update node B:

m_B(k+1) = AGG({ phi(h_A(k), e_AB), phi(h_C(k), e_BC), phi(h_D(k), e_BD) })
h_B(k+1) = UPDATE(h_B(k), m_B(k+1))

¢_DE = [lat=7ms,
bw=10G,

Here h_A, h_C, h_D come from the node features, oozl

and e_AB, e_BC, e_BD come from the labeled link features.

) Each node has features x_v. Each link has features e_uv. Messages flow from neighbors into node B.




GNN Introduction - basic computations simplified

Target Router = v, Neighbor Routers = u, x = Router Features, h = latent state, B ,\W= learned Weights

What isf?

embedding of
v at layer k

/

B+ B.h%), vk € {0, ..., K] - 13

Total number

Average of neighbor’s of layers

previous layer embeddings

nand NON-linearity
( Notice summation is a permutation

TARGET RouTER

"~ (e.g., ReLU)

___invariant function.

INPUT GRAPH

AGGREGATE
(NEIGHBORHOOD

AGGREGATION)
13




GNN Introduction - Visual explanation

Sequence of lterations on computing a Node Latent State - 4

Y “~ e )
24)~(25)—23)—(29)

\\

ho h1

14



GNN Introduction - Computation of Target Node

Steps

6cNGcon GCNGeonv! GCNGeonv2 GCNGeonv3 Prediction Result

Compute hO Compute hi Compute h2 Compute h3, then
- Router mapping h3 to class range
Feature Vector = Result

15



Case Study - large European Mobile Operator

Mobile Operator was able to prove Autonomous
Network Operation using GNN - MWC 2026, Blogs

Incident: Engineer made Configuration Change Error

Output: Root Cause + Correlated Alarms, Explanations, Remediation
Operator Action: Verified Explanations, Followed Remediation Steps
Business Result: Reduced diagnosis from hours of manual triage to a
validated root-cause workflow in minutes.

LS, PausiGph Loy Coretion Ao ok Case
Croatia.

Motaco .SanMarino

Taly Montenegro
s 7

N i

fi i

https://cloud.google.com/blog/topics/telecommunications/autonomous-networks-at-mwc-2026




How It Works

1. Ingest Telemetry, Alarms, Topology, Logs, Configurations from Existing Repositories or Directly
2. Build Topology aware Causal Reasoning across Network

3. Output Root Cause, Associated Correlated Alarms, Blast Radius and Remediation Guidance
4. Feed Remediation to NOC Engineer or Automation

Pipeline - Autonomous Ready GNN Root Cause and Associated Correlated Alarms

Network Telemetry
. Huwan in Loop
Junior NOC Bngineer -
GNN  p— & T
‘ﬁl Harws with
| Explanations and
Remedistion Steps
Autonomous Network
Operations
Y

ln Houge Automation Agents
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Limitations and Scope - Level of Abstraction that Matters

Suitable Class of Problems - NetOps

O  Burst of Alarms - Finds Independent Root
wausestandiAssociated Caomrelated Alamms ™t @200 7 acscmssmserstesn s ene fesse s mtasmann i

A Multi Layer, understands NS EW operational
network relationships

[  Intermittent Problems, Anomalies that are
materially significant and known to cause
outages

Unsuitable Class of Problems - What If

R2

R1 Internals

Route Control
Processor

Network Interface
(L2/L3)

}

d  Q/A Path Analysis - Forward Networks
A Text Q/A- Ideal for LLM
d  Packet

18



Limitations and Scope - Digital Twin - Usually GNS3

Router Emulator: GNS3 Forwarding Plane Mathematical
Device Behaviour Model
Packet Reachability Behaviour

Conceptual Diagram of a Router-Image Emulator Conceptual Diagram of a Forward Networks Digital Twin

1) Routers / Switches / Firewalls / Network Topology

5 o 1 S
L

1) Routers / Switches / Firewalls / Cloud Networks

S == B3 &>
J

[ 2) Collect configs + state ]
[ 2) Collect configs + recreate topology ]
N )
3) Parse vendor-specific data
[ 3) Load vendor router / firewall images ]
N
\l/ [ 4) Normalize into common model ]
[ 4) Boot virtual devices + connect virtual links ] \l/
\]/ [ 5) Build mathematical Forwarding model ]
[ 5) Run control-plane + forwarding emulation ] \]/
\]/ ‘ 6) Run path search, reachability, ]
[ 6) Run pings, traceroute, protocol, failure tests ] POIIC“" comphance, securlty queries
T 4
7) Show results, diffs, risk,
7) Show results, packet paths, violations, and possible paths
convergence, and behavior

19

A GNN emulates the
Failure-Propagation behavior of the
network

Conceptual Diagram of a GNN-Based Network Model

1) Routers / Switches / Firewalls / Cloud Networks /
Routing Protocols / Telemetry / Alarms

S =0 B3 S ) (&)
J

2) Collect configs, topology, state, telemetry, alarms]
4

3) Parse data + extract graph nodes, edges, features ]
4

4) Normalize into graph model
4

[
[
[ )
[ 5) Run Groph Neural Netuork inference |
[ |
[ ]

4

6) Infer anomalies, root cause,
correlations, blast radius

4

7) Show ranked root causes,
explanations, and insights




Limitations and Scope

Suitable Class of Problems - Optimized for Network Operations

e Deterministic Root Cause and Causal Hierarchy
e Ensemble of Node, Edge, SubGraph, Multi Layers
e Why?
A GNNSs learn from Structure and Fault Propagation Patterns
d  GNN improves with customer-specific network history over time

Unsuitable Class of Problems

e Text Simple QA - Ideal for LLM

e Path Analysis - Ideal for Forwarding Plane emulators based on
Mathematical Device Models

e Device internal behaviour - Device emulators

20
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