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Agenda

● Why current AIOps still leaves teams doing manual RCA
● What is Missing in the existing stack
● AIOPS Architectural Patterns
● GNN Introduction
● Operational  Use Case Study - POC MasOrange and Google Cloud
● Limitations and Scope
● Questions 
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Problem: Today’s Workflow is Reactive, Manual and  Expensive
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Network Issue
Performance 
Degradation
Outage

Customer 
Impact
Customer Complaint 
to Support

Customer 
Support
Call Center Agent 
Escalates to NOC

NOC 
Tier1 NOC 
Escalates to NetEng

Network Engineer
Senior Network Engineers 
needed to ask Right 
Questions and Check for 
Hallucinations.

Hours to Days

Wait for Failure -> 4 Manual Touch Points ->  Upset Customer !

QA
Customer 
Impacted

Escalate Ticke t

GAP - Non Deterministic Root 
Cause

GAP - Most Current  AIOps Platforms Still Leave Root-Cause Validation to 
Operators. 



Solution: Automated Workflow:Proactive, No Customer Impact
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Proactively Detect and Guide Remediation with Fewer Touch Points and Lower 
Customer Impact

Network Issue
Performance 
Degradation
Outage

Seconds to Minutes

NOC 
Tier1 NOC Resolves 
Problem Before  
Customer Impact1

How ?
Graph Neural Networks (GNNs) 
Provide Deterministic Answers:
➢ Root Cause
➢ Associated Correlated Events

Why ?
Better Customer Experience
➔ Proactive
Network Operations Efficiency 
➔ Faster Resolu tion

Detect
Remediation 
Steps

No Customer 
Impact1

1 
Some Faults cannot be 

predicted, Ex. Fiber Cut, In 
this case Customer Impact 
is Minimized, Not Avoided



The Missing Layer Between Observability and Automation

Ne twork Teleme try

In House Automation

Adapter Layer

NOC Engineer 
Remediates Root 

Cause

Agent Remediates 
Root Cause

➢ Ingest telemetry from Current Tools
➢ Determine Root Cause
➢ Verify Root Cause 
➢ Determine Remediation
➢ Trigger existing in-house automation 

or operator workflows
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Deterministic Root 
Cause + 

Remediation Steps



AIOPS Achitectures - Whats the Main Difference?
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LLM based workflows require Human QA on hundreds of Alarms
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Deterministic 
Answers

GNN - Direct Network Representation 

Non Deterministic 
Answers 

LLM - Word Representations Network
Convert Issues to 
Words 

Text Cenric Inferencing

Network Aware Causal Reasoning

GNN based workflows process Burst of Alarms→ Reduce to Root Alarms 



AIOPS Systems Architecture - Non Deterministic
Non Deterministic Approach  requires Experienced Network Engineer to ask Correct Questions

1. Reactive 
2. Starts with All Alarms
3. Manual
4. Requires Experienced 

Network  Engineer to ask 
Right Questions due to Non 
Deterministic Answers - “..Its 

up to the Engineer to go on the right Path..”
See Reference: 4:20 
https://watch.getcontrast.io/watch/selector-ai-
ai-for-network-leaders-powered-by-selector-3
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https://watch.getcontrast.io/watch/selector-ai-ai-for-network-leaders-powered-by-selector-3
https://watch.getcontrast.io/watch/selector-ai-ai-for-network-leaders-powered-by-selector-3


AIOPS System Architecture - Deterministic
Deterministic Approach enables  Automation

1. Ingest from Existing Observability 
Platforms or Direct

2. Root Cause -> Remediation
3. Trigger Existing In House Automation 

Agents
4. No Rip-and-Replace 
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AIOPS Architectural Patterns - Reference 

9



GNN Introduction

What is a Graph Neural Network?
➢ Class of Neural Networks that operate on Graph 

Data

Why does it matter in Network AIOPS?
➢ Networks map directly to Input Graph Data that 

can be understood by GNN
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GNN Introduction

Idea: Map Network to Node and Link Embeddings(Vectors)

11

Direct Representation of:
● Network Elements
● Relationships

Maps to

Graph Data
● can be processed by AI
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Main Idea:   
➢ Data Maps to Model - Direct Representation of Real World Network
➢ Model Captures:

○ Relationships between Routers and Links
○ Fault Propagation Patterns

➢ Learns -> Becomes Smarter Over Time for that Particular Customer

GNN Introduction to basic graph computations



GNN Introduction - basic computations simplified

Target Router = v, Neighbor Routers = u, x = Router Features, h = latent state, Bv,W= learned Weights

What is f ?
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GNN Introduction - Visual explanation

Sequence of  Iterations on computing a Node Latent State - 4
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ho h3h2h1 Result



GNN Introduction - Computation of  Target Node

Steps 

Compute h0
- Router 
Feature Vector

Compute h1 Compute h2 Compute h3, then  
mapping h3  to class range 
= Result
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Case Study - large European Mobile Operator
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Mobile Operator was able to prove Autonomous 
Network Operation using GNN - MWC 2026, Blogs
❏ Incident: Engineer made Configuration Change Error

❏ Output: Root Cause + Correlated Alarms, Explanations, Remediation

❏ Operator Action: Verified Explanations, Followed Remediation Steps

❏ Business Result: Reduced diagnosis from hours of manual triage to a 

validated root-cause workflow in minutes.

Reference: 
https://cloud.google.com/blog/topics/telecommunications/autonomous-networks-at-mwc-2026



How It Works 
1. Ingest Telemetry, Alarms, Topology, Logs, Configurations from Existing Repositories or Directly
2. Build Topology aware Causal Reasoning across Network
3. Output Root Cause, Associated Correlated Alarms, Blast Radius and Remediation Guidance
4. Feed Remediation to NOC Engineer or Automation 
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GNN Root Cause and Associated  Correlated Alarms Pipeline - Autonomous Ready



Limitations and Scope - Level of Abstraction that Matters
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Suitable Class of Problems - NetOps
❏ Burst of Alarms - Finds Independent Root 

Causes and Associated Correlated Alarms
❏ Multi Layer, understands NS EW operational 

network relationships
❏ Intermittent Problems, Anomalies that are 

materially significant and known to cause 
outages

Unsuitable  Class of Problems - What If
❏ Q/A Path Analysis - Forward Networks
❏ Text Q/A - Ideal for LLM
❏ Packet



Limitations and Scope - Digital Twin - Usually GNS3 
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Router Emulator: GNS3
Device Behaviour

Forwarding Plane Mathematical 
Model 

Packet Reachability Behaviour

A GNN emulates the 
Failure-Propagation behavior of the 

network



Limitations and Scope

Suitable Class of Problems - Optimized for Network  Operations
● Deterministic Root Cause and Causal Hierarchy
● Ensemble of Node, Edge, SubGraph, Multi Layers  
● Why?

❏ GNNs learn from Structure and Fault Propagation Patterns
❏ GNN improves with customer-specific network history over time

Unsuitable  Class of Problems
● Text Simple QA - Ideal for LLM
● Path Analysis - Ideal for Forwarding Plane emulators based on 

Mathematical Device Models
● Device internal behaviour - Device emulators
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Thank you


