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What the heck is IPv6? 

Internet Protocol version 6 (IPv6) is the most 
recent, current version of the Internet Protocol 
(IP)...

…IPv6 was developed by the 
Internet Engineering Task Force (IETF) to deal with the 
long-anticipated problem of IPv4 address exhaustion, 
and was intended to replace IPv4. 

https://en.wikipedia.org/wiki/Internet_Protocol
https://en.wikipedia.org/wiki/Internet_Engineering_Task_Force
https://en.wikipedia.org/wiki/IPv4_address_exhaustion
https://en.wikipedia.org/wiki/IPv4


Somewhere…in an IT shop near you…



That means…



“So what. I have NAT and plenty of IPv4.”

● Network 
Address Port 
Translation 
(Masquerading) 
is the most 
common form 
of NAT. 

● It takes one 
address and 
maps many 
addresses into 
it. NAP-T is one 
of the reasons 
IPv6 has taken 
so long to 
deploy. 



“So what. I have NAT and plenty of IPv4.”

● Some institutions do have plenty of legacy IP  
● Great! However, you are in a rapidly increasing 

minority
● The abundance of your IPv4 does not preclude you 

from deploying (and using) IPv6*
● Large environments may also run out of RFC 1918 

and RFC 6598 addressing 



Only IPv6 can handle the AI onslaught
• With so many agents on the network, can you 

imagine running it on private IPv4 addressing 
and NAT?

• For AI to succeed without friction, we would 
need:
– Simplicity in the network (elimination of middleboxes)
– Consistency for end-to-end automation (one addressing 

scheme)
– Ability for hyper-connectivity (any-to-any)



Only IPv6 can handle the AI onslaught
• With so many devices on the network, why would 

you want to deal with layers of NAT and layers of 
translation tables?

• Many engineers don’t have experience with 
anything else.

• The grass is potentially greener. 
• Remember - NAT != Firewall



“So what. I have NAT and/or plenty of IPv4.”



“But I don’t wanna!”



“But I don’t wanna!”



“But I don’t wanna!”



“IPv8” won’t help you



Don’t worry, you’ve been using it for years



Don’t worry, you’ve been using it for years



“Don’t care. I’ll just wait. There is no advantage.”



Data does point to an advantage

Run your own tests 
at 
https://www.ipv6.ar
my



● Tools to aid in legacy software are now in every 
major platform* (Client Address Translator; CLAT)

*Imminent in windows 11, installable in Linux, 
native in Android, MacOS, iOS

Don’t fear the reaper (of legacy IP)



Don’t fear the reaper (of legacy IP)

● Many, many resources to aid in 
learning and deploying IPv6

● Both protocols can exist together!
● Transition mechanisms are very well 

supported and very robust



It is doable

● The content is already there
● Many organizations are well on their way
● Many resources exist
● Start small, move methodically  



It is worth your time

50+ countries have 
mandate/encouragem
ent for IPv6/IPv6-only 
between now and 
2030+.

Slide courtesy of Jeffry Handal 



Hit the ground running
● AI Agents are coming—and they will suffocate in a 

RFC1918 world
○ The world needs a borderless, end-to-end v6-only 

architecture
○ The alternative is a 'Shadow Network' of overlays and  

translators that obfuscate problems and increase 
operational complexity.

● Dual-stack is a Schrödinger trap, not a destination
○ It doubles your complexity and masks broken 

connectivity
● Complacency is the biggest bottleneck

○ Software and vendors gaps get fixed when we force 
transition

● Don't just support v6 quietly—prioritize it 
○ Share the lessons, plant your flag, lead the community

● Next Step: Start your first IPv6-only pilot this year!

..and stop herding v4 cats and start turning it OFF



Shameless promotion

Further reading:
https://www.ipv6textbook.com
https://www.ipv6.army
https://stats.ipv6.army

Questions? 

https://www.ipv6textbook.com/
https://www.ipv6.army/
https://stats.ipv6.army/
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